BO THONG TIN VA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUYEN THONG Péc lap - Tu do - Hanh phiic
S6: 12/2022/TT-BTTTT Ha No¢i, ngay 12 thang 8 nam 2022
THONG TU

QUY DINH CHI TIET VA HUONG DAN MOT SO PIEU CUA NGHI DINH SO 85/2016/ND-
CP NGAY 01/7/2016 CUA CHINH PHU VE BAO PAM AN TOAN HE THONG THONG TIN
THEO CAP PO

Can cwe Ludt An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cir Nghi dinh s6 85/2016/ND-CP ngdy 01 thang 7 ndm 2016 ciia Chinh phii vé bdo dam an
toan hé thong thong tin theo cap do,

Can cit Nghi dinh s6 48/2022/NP-CP ngay 26 thang 7 nam 2022 ciia Chinh phii quy dinh chikc
nang, nhiém vu, quyén han va co cau té churc cua Bo Thong tin va Truyén thong;

Theo dé nghi ciia Cuc truong Cuc An toan théng tin;
Bé truwdng Bo Théng tin va Truyén thong ban hanh Théng tw quy dinh chi tiét va hudng dian mot
s0 diéu cua Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 vé bao dam an toan h¢
thong thong tin theo cap do.
Chuong I

QUY DINH CHUNG
Pi¢u 1. Pham vi di¢u chinh
Thong tu nay quy dinh chi tiét va hudng dan bao dam an toan hé théng thong tin theo cap do, .
bao gom: xac dinh h¢ thong thong tin va thuyet minh cap d¢ an toan h¢ thong théng tin; yéu cau
bao dam an toan hé thong thong tin theo cap dg; kiém tra, danh gia an toan thong tin; ché do bao
céo.
Piéu 2. Poi twong ap dung
bdi tuong ap dung Thong tu nay dugc thuc hién theo quy dir}h tai Piéu 2 Nghi dinh §6
85/2016/ND-CP ngay 01 thang 7 ndm 2016 ctia Chinh pht vé bdo ddm an toan hé thong thong
tin theo cap do (sau day goi tat 1a Nghi dinh 85/2016/ND-CP).

Piéu 3. Giai thich tir ngir



Trong Thong tu ndy, cac tir ngir dudi day dugc hiéu nhu sau:

1. Du phong néng 1a kha ning thay thé chirc nang cua thiét bj khi xay ra su ¢6 ma khéng lam
gian doan hoat dong cua hé thong.

2. Thiét bi mang chinh hodc quan trong la cac thiét bi trong hé théng khi bi ngirng hoat dong ma
khong co ké hoach trudce s& lam gian doan hoat dong cua toan b hé théng thong tin. Thanh phén
thiét bi mang chinh dugc x4c dinh theo cép do cua hé théng thong tin, bao gém tdi thiéu: thiét bi
chuyén mach trung tim hodc trong dwong, thiét bi twong lira trung tim, tudng lira tng dung
web, hé thong luu trit tap trung, tudng lira co so dit lidu.

Piéu 4. Chii quan hé théng thong tin

1. Ddi véi cac BO, co quan ngang b0, co quan thudc Chinh phu, Uy ban nhan dan cac tinh, thanh
pho tryc thudc Trung wong, chu quan hé thong thong tin 1a mot trong cac truong hop sau:

a) B0, co quan ngang bg, co quan thudc Chinh phu;
b) Uy ban nhédn dan cac tinh, thinh phd truc thugc Trung wong;

¢) Cp co tham quyén quyét dinh dau tu du 4n xdy dung, thiét 1ap, nang cip, md rong hé thong
thong tin. BY, co quan ngang bo, co quan thuoc Chinh phu, Uy ban nhan dan cac tinh, thanh ph
trye thude Trung wong quyét dinh chii quan hé thong thong tin theo quy dinh ctia khoan nay, bao
dam co quan, t6 chirc dugc giao chii quan hé thong thong tin c6 dii ning lyc dé thuc thi day du
cac quy dinh tai Piéu 20 Nghi dinh 85/2016/ND-CP.

2. Béi v6i doanh nghiép va t6 chuc khac (khong phai B9, co quan ngang b, co quan thugce
Chinh phu, Uy ban nhan dan cac tlnh thanh pho truc thude Trung uong), chu quan hé thong
thong tin la cap co thdm quyén quyét dinh dau tu xay dung, thiét lap, ning cap, mo rong hé
thong thong tin.

3. Trong trudng hop can thiét, cha quan hé théng théng tin ty quyén cho mét td chie trire thude
€O du nang lyc dé thay mat thyc hién trach nhiém cta chu quan hé thong thong tin quy dinh tai
khoan 2 Bicu 20 Nghi dinh 85/2016/ND-CP.

Viéc iy quyén trach nhiém chii quan hé thong thong tin phai dugc thyc hién bang vin ban, trong
d6 néu rd pham vi cua hé théng, trach nhiém cua td chirc dugc uy quyén va thoi han ty quyén.

Pi¢u 5. Pon vi van hanh hé thong thong tin

1. Bon vi van hanh hé thdng théng tin 13 co quan, t6 chirc dugc chi quan hé thong thong tin giao
nhi¢m vu van hanh hé thong thong tin.

2. Trong truong hop hé thong thong tin gom nhiéu hé thong thanh phan hodc phan tan, c6 nhiéu
hon mot don vi van hanh hé thong thong tin, chi quan h¢ thong thong tin co6 trach nhiém chi dinh



mdt don vi chu tri thue hién quyén va nghia vu ctia don vi van hanh hé thong thong tin theo quy
dinh cta phap luat.

3. Trong trudng hop thué dich vu cong nghé thong tin, don vi van hanh hé thong thong tin duoc
xac dinh nhu sau:

a) Truong hop chua xac dinh dugce don vi cung cip dich vu theo quy dinh ciia phép luat, don vi
chu tri thué dich vy déng vai tro 1a don vi van hanh;

b) Truong hop da xac dinl} dugc don vi cung cép dich vu theo quy dinh cua phép luat thi don vi
van hanh la don vi cung cap dich vy;

¢) Trudng hop hét thoi han cung cip dich vu, néu hé thong thong tin duoc thiét 1ap qua hinh thire
thué dich vu van tiép tuc duy tri hoat dong, don vi van hanh dugc xac dinh 1a don vi chu tri thué
dich vu.

Pi¢u 6. Tham dinh Ho so dé xuit cip do trong trwong hop don vi chuyén trach vé an toan
thong tin dong thoi duwgc chi quan hé thong thong tin giao quan ly, van hanh hé thong
théng tin

Trudng hop don vi chuyén trach vé an toan thong tin, dong thoi duge chu quan hé thong thong
tin giao quan ly, van hanh hé thong thong tin, viéc to chirc tham dinh Ho so dé xuat cap do duoc

thuc hién theo mot trong cdc phuong an sau day:

1. Pon vi chuyén trach vé an toan thong tin trinh chi quan hé théng thong tin giao mot don vi
tryc thude c6 di nang lyc chu tri, to chirc tham dinh.

2. Pon vi chuyén trach vé an toan thong tin trinh chu quan hé thong thong tin thanh 1ap Hoi dong
tham dinh doc 1ap thyc hién nhiém vy tham dinh Ho so dé xuat cap do.

Chuong 11

XAC PINH HE THONG THONG TIN VA THUYET MINH CAP PQ AN TOAN HE
THONG THONG TIN

Piéu 7. Xac dinh hé théng thong tin

1. Viéc xéc‘dinh hé théng thong tin dé xac dinh cép dd can cu trén nguyén tac dugc quy dinh tai
khoan 1 Diéu 5 Nghi dinh 85/2016/ND-CP.

2. Hé théng thong tin phuc vu hoat dong ndi b 1a h¢ théng chi phuc vu hoat dong quan tri, van
hanh ndi bd ctia co quan, to churc.

3. Hé thong thong tin phuc vy nguoi dan, doanh nghiép 1a hé théng truc tlep hoic hd tro cung
cap dich vu truc tuyén, bao gdm dich vu cong truc tuyén va dich vy truc tuyén khac trong cac



linh vuc vién thong, cong ngh¢ thong tin, thuong mai, tai chinh, ngan hang, y té, giao duc va cac
linh vuc chuyén nganh khac.

4. Hé thong co s ha ting thong tin 13 tap hop trang thiét bi, duong truyén dan két ndi phuc vu
chung hoat dong ctia nhiéu co quan, t6 chirc nhu mang dién rong, co so dit liéu, trung tam dit
liu, dién todn dam may; xac thuc dién tur, chirng thuc dién tu, chir ky sO; két ndi lién thong cac
hé thong thong tin.

5. Hé thong thong tin Diéu khién cong nghiép 1a hé thong co chirc ning giam sat, thu thap dir
liéu, quan ly va kiém soat cac hang muc quan trong phuc vu diéu khién, van hanh hoat dong binh
thuong cua cac cong trinh xay dung.

6. Hé théng thong tin khac 1a hé théng thong tin khong thudc cac loai hinh dugc néu tai cac
khoan 2, 3, 4, 5 Diéu nay, dugc st dung dé tryc ti€p phuc vu hodc ho trg hoat dong nghiép vu,
san xuat, kinh doanh cu thé cua co quan, to chttc theo linh vuc chuyén nganh.

7. Pinh ky hang quy (ngay dau tién caa quy), Cuc An toan thong tin - B4 Thong tin va Truyén
thong c6 trach nhi€ém cap nhat, bo sung danh muc cac hé thong thong tin theo quy dinh tai cac
khoan 2, 3, 4, 5, 6 Di¢u nay va cong bo trén Cong thong tin dién tir cua B§ Thong tin va Truyén
thong.

Piéu 8. Thuyét minh cip dd an toan hé théng thong tin

1. Béi v6i hé théng thong tin duge dau tur xdy dung méi hodc md rong, ning cip, tuy thudc vao
hinh thirc dau tu, phwong an k¥ thuat trong Bao céo kinh té - k¥ thuat (treong hop du an dau tu
ap dung phuong an thiét ké 01 budc), trong Thiét ké co sé thudc Bao cao nghién ciru kha thi
(trudng hop du an dau tu 4p dung phuong an thiét ké 02 budc), trong Ké hoach thué dich vu
cong ngh¢ thong tin (trong truong hop thué dich vu cong nghé thong tin) hodc trong Dé cuong va
du toan chi tiét (trong truong hop dau tu Gmg dung cong nghé thong tin khong phai 1ap du an)
phai dap ing cac yéu cau cua phuong an bao dam an toan thong tin theo cap do dugc dé xuat,
duoc thuyét minh trong Hd so dé xuét cp do.

2. Thuyét minh Ho so dé xudt cap do, bao gdm cac thanh phan sau day:

a) Thuyét minh tong quan vé hé thong thong tin;

b) Thuyét minh vé viéc d& xuét cp do;

¢) Thuyét minh phuong 4n bao ¢am an toan thong tin.

3. Thuyét minh tong quan vé hé thong thong tin, bao gdm cac nodi dung:

a) Thong tin vé chii quan hé thong thong tin, gdm: tén chii quan hé thong théng tin; quy dinh

chuc nang, nhi€ém vu va quyén han; nguoi dai dién, chue vuy; dia chi; thong tin lién h¢ (bao gém
s0 dién thoai, thu dién tir);



b) Thong tin vé don vi van hanh hé thong thong tin, gdm: tén don vi van hanh; quy dinh chirc
nang, nhi¢ém vu va quyén han; nguoi dai dién, chirc vuy; dia chi; thong tin lién h¢ (bao gom s6
dién thoai, thu dién tir);

¢) M6 ta pham vi, quy md ctia hé théng théng tin, trong d6 can 1am rd pham vi ctia hé théng, quy
mo cua h¢ thong va doi twong phuc vu ctia h¢ thong;

d) Mo ta hién trang kién trac hé thong (ddi v6i hé thong dang van hanh) hodc mé ta kién trac hé
thong (d6i véi hé thong dugc xay dung méi hodc nng cip, mo rong), trong d6 mé ta cu thé md
hinh 16-gic, mé hinh vat Iy cta hé théng, danh muc thiét bi va thiét bj mang chinh trong hé thong
(bao gdm tén thiét bi/chiing loai, vi tri trién khai, muc dich st dung), danh muc tng dung/dich vu
cung cap boi hé théng (bao gdm tén dich vy, may cha trién khai/vi tri trién khai/hé diéu hanh
may chu, muc dich st dung dich vu), quy hoach cadc ving mang va dia chi IP trong h¢ théng (bao
gdm ving mang, dia chi IP ndi bo (IP Private), dia chi IP cong khai (IP Public)).

4. Thuyét minh vé viéc dé xuat cap dg, bao gdm cac ndi dung:

a) Danh muc cac hé thong thong tin va cap do twong tng, bao gdm: tén hé thdng thong tin, cip
do de xuat, can cu dé xuat doi voi tung hé thong thong tin;

b) Thuyét minh chi tiét ddi véi cac hé théng thong tin, trong d6 can 1am rd loai thong tin duge xir
ly, loai hé thong thong tin, can ctr dé xuat cap do doi voi tung hé thong thong tin.

5. Thuyét minh vé viéc dé xuat cdp do ddi voi hé thong thong tin duoc dé xuat cAp do 4 hodc cip
do 5, ngoai cac ndi dung duogc quy dinh tai khoan 3 Picu nay, can lam ro thém cac ndi dung sau

day:

a) Xac dinh cac hé thong thong tin khac co lién quan hoic co két ndi dén hoidc c6 anh hudng
quan trong t&i hoat dong binh thuong cua h¢ thong thong tin dugc dé xuat cap do;

b) Thuyét minh vé cac nguy co tAn cong mang va mirc 6 anh huéng d6i v6i hé thong thong tin
duoc dé xuat cap do;

¢) Banh gia pham vi va mirc d¢ anh hudng t6i loi ich cong cong, trat ty an toan xa hoi hodc qudc
phong, an ninh quoc gia khi bi tin cong mang gay mét an toan thong tin hodc gian doan hoat
dong cua hé théng thong tin dugc dé xuét cip do;

d) Tl}uyét minh yéu pﬁu can phai van hanh 24/7 va khong chap nhan ngirng van hanh ma khong
c6 ke hoach trude doi véi cac hé thong thong tin theo quy dinh tai khodn 2 va khoan 3 Biéu 10
cua Nghi dinh 85/2016/ND-CP.

6. Thuyét minh phuong an bao dam an toan thong tin, bao gém cac ndi dung:

a) Thuyét minh phurong an dap ting cac yéu cau vé quan 1y tuvong (rmg véi cap do dé xuat;

b) Thuyét minh phuong an dép tmg cac yéu cau vé k¥ thuat twong trng véi cap do dé xuat.



Chuong 111
YEU CAU BAO PAM AN TOAN HE THONG THONG TIN THEO CAP PQ
Pi¢u 9. Yéu ciu chung
1. Vi¢c bao dam an toan h¢ théng thong tin theo cap do thuc hi¢n theo yéu cau co ban quy dinh
tai Thong tu nay va Tiéu chuan quoc gia TCVN 11930:2017 ve Cong ngh¢ thong tin - cac ky
thut an toan - yéu cdu co ban vé an toan hé théng thong tin theo cap do.
2. Yéu cau co ban d6i véi tirng cip do _quy dinh tai Thong tu nay la cac yéu cau toi thleu dé bao
dam an toan hé thong thong tin, bao gdm yéu cau co ban vé quan 1y, yéu ciu co ban vé k¥ thuat
va khéng bao gdm cac yéu cau bao dam an toan vat 1y.
3. Yéu cau co ban vé quan 1y, bao gom:
a) Thiét lap chinh sach an toan thong tin;
b) T6 chirc bao dam an toan thong tin;
c) Bao dam nguén nhan luc;
d) Quan 1y thiét ké, xdy dung hé thong;
d) Quan ly van hanh hé thong;
e) Phuong an Quan ly rii ro an toan thong tin;
g) Phuong an Két thic van hanh, khai thac, thanh 1y, hily bo hé thong thong tin.
4. Yéu cau co ban vé ky thuat, bao gdm:
a) Bao ddm an toan mang;
b) Bdo dam an toan may chu;
c¢) Bao dam an toan ing dung;
d) Bao dam an toan dir li¢u.
5. Viéc xay dung phuong an bao dam an toan thong tin dap tng yéu cau co ban theo tirng cip do

thyc hién theo nguyén tic quy dinh tai khoan 2 Diéu 4 Nghi dinh 85/2016/ND-CP, cu thé nhu
Sau:



a) Ddi v6i hé théng thong tin cap d6 1, 2, 3: Phuong 4n bao dam an toan thong tin phai xem xét
kha nang dung chung gitra cac h¢ thong thong tin doi vdi cac gidi phap bdo v, chia sé tai nguyén
dé toi vu hi€u nang, tranh dau tu thra, trung lap, lang phi;

b) Ddi vai hé thong thong tin cap do 4, 5: Phuong an bio dam an toan thong tin can dugc thiét ké
bao dam tinh san sang, phan tach va han ché anh hudng dén toan bd h¢ thong khi mot thanh phan
trong h¢ thong hoac co lién quan téi hé thong bi mat an toan thong tin.

6. Hé thong thong tin khi dugc dau tu xdy dung méi hoic mé rong, nang cap phai trién khai day
du phuong an bao dam an toan thong tin da dugc phé duyét tai Hb so d& xuat cip do va dap Gng
cac yéu cau an toan tai Piéu 9 va Piéu 10 Thong tu nay trudc khi dua vao van hanh, khai thac.

7. Quy ché bao dam an toan hé thong thong tin cho hé thdng phai dugc xay dung, dap g cac
yéu cau an toan vé quan 1y theo cap d6 an toan hé thong thong tin twong tmg va dugc cap co
thAim quyén phé duyét, ban hanh trudc khi H so dé xuét cip d6 dugc phé duyét.

8. Yéu cau bao dam an toan thong tin d6i véi phan mém nodi bd khi xay dung méi hodc mo rong,
nang cap:

a) Phan mém noi by dugc xay dung mdi hodc mo rong, nang cap phai tuan thu Khung phat trién
phan mém an toan;

b) Pap ing yéu cau an toan co ban d6i véi Phan mém noi bo.
9. Truong hop hé théng thong tin cap do 3 dugc trién khai dudi hinh thirc thué dich vu cong
nghé thong tin tai Trung tam dir liéu hodc Pién todn ddm may, thiét ke hé thong phai dép Gng céc

yéu cau sau:

a) Phai duoc thiét ké tach riéng, doc lap v6i cac hé thong khac vé 16-gic va c6 bién phap quan ly
truy cap gitta cac hé thong;

b) Cac ving mang trong hé théng phai duogc thiét ké tach riéng, doc 1ap vé6i nhau vé 16-gic va co
bién phap quan 1y truy cip gitta cdc vung mang;

¢) C6 phan ving luu trir duoc phan tach doc lap vé 16-gic.
10. Truong hop hé thong thong tin cap do 4 hodc cp do 5 dugc trién khai dudi hinh thirc thué
dich vu cong nghé thong tin tai Trung tam dir li¢u hodc Dién toan ddm may, thiét ké h¢ thong

phai dap irng cac yéu cau sau:

a) Phai duoc thiét ké tach riéng, doc 1ap v6i cac hé thong khac vé vat 1y va co bién phap quan ly
truy cap gitra cac hé thong;

b) Cac viing mang trong hé théng phai duoc thiét ké tach riéng, doc 1ap v6i nhau vé 16-gic va co
bién phap quan ly truy cap gilra cac vung mang;



¢) C6 phan vang luu trit duge phan tach doc 1ap vé vat 1y;
d) Céc thiét bi mang chinh phai duoc phan tach doc 1ap vé vat 1y.
Pi¢u 10. Phuong 4n bao dam an toan thong tin ddi véi tirng cap dd

1. Phuong 4n bao dam an toan hé théng thong tin cap do 1 phai dap Gmg yéu cau quy dinh chi tiét
tai Phu luc I ban hanh kém theo Thong tu nay.

2. Phuong 4n bao d¢am an toan hé thng thong tin cap d6 2 phai dap g yéu cau quy dinh chi tiét
tai Phu luc II ban hanh kém theo Thong tu nay.

3. Phuong an bao dam an toan hé thdng thong tin cap do 3 phai dap ing yéu cau quy dinh chi tiét
tai Phu luc III ban hanh kém theo Thong tu nay.

4. Phuong 4n bao dam an toan hé théng thong tin cap do 4 phai dap Gmg yéu cAu quy dinh chi tiét
tai Phu luc IV ban hanh kém theo Thong tu nay.

5. Phuong 4n bao dam an toan hé thong thong tin cip d6 5 phai dap img yéu cau quy dinh chi tiét
tai Phu luc V ban hanh kém theo Thong tu nay.

Chuong 1V

KIEM TRA, PANH GIA AN TOAN THONG TIN
Piéu 11. Quy dinh chung vé hoat dong kiém tra, danh gia
1. Noi dung kiém tra, danh gia:

a) Kiém tra, danh gia viéc tuan thu quy dinh cta phép luat vé biao dam an toan hé thong thong tin
theo cap dg;

b) Kiém tra, danh gia hiéu qua ciia cac bién phap bao dam an toan thong tin theo phuong 4n bao
dam an toan thong tin dugc phé duyét;

¢) Kiém tra, danh gia phat hién mi doc, 16 hong, diém yéu, thir nghiém xam nhap hé thong thong
tin.

2. Tan suat kiém tra, danh gia:

a) Kiém tra, ¢anh gia dinh ky theo quy dinh tai diém ¢ khoan 2 Piéu 20 Nghi dinh 85/2016/ND-
CP;

b) Kiém tra, danh gia dot xuat theo yéu cau cua cip co thim quyeén.



3. Hinh thirc kiém tra, dénh gia phat hién ma doc, 16 hong, diém yéu, thir nghiém xam nhap hé
thong thong tin, gom 03 hinh thirc sau:

a) Kiém tra, danh gia hop den (Black box);

b) Kiém tra, danh gia hop xam (Gray box);

¢) Kiém tra, danh gia hop tring (White box).

Piéu 12. N§i dung kiém tra, danh gia vé an toan thong tin

1. N6i dung kiém tra, danh gia viéc tuan tha quy dinh cta phép luat vé bao dam an toan hé théng
thong tin theo cap do, bao gom:

a) Kiém tra, danh gia tudn thu d6i véi Chi quan hé thdng thong tin theo quy dinh tai Didu 20
Nghi dinh 85/2016/ND -CP, bao gdm: viéc thuc hién thanh lap/chl dinh don vi chuyén trach/bd
phan chuyén trach vé an toan thong tin ctia chil quan hé thong thong tin theo quy dinh tai khoan
1 Piéu 20 Nghi dinh 85/2016/ND-CP; vige thyc hién lap Ho so dé xudt cip do, to chirc thim
dinh, phé duyét Hb so dé xuét cap d6 theo quy dinh ddi v6i cac hé thong thong tin thude pham vi
quan ly; viéc trién khai phuong an bao dam an toan thong tin theo phuong an trong Hb SO dé
xuat cap d6 dugc phé duyét ddi v6i cac hé thong thong tin thude pham vi quan 1y; viéc to chirc
thuc hién kiém tra, danh gia an toan thong tin va quan 1y rti ro an toan thong tin trong pham vi
co quan, t6 chtrc minh theo quy dinh tai diém c khoan 2 Diéu 20 Nghi dinh 85/2016/ND-CP;
viée t6 chtrc thye hién dao tao ngin han, tuyén truyén, pho bién, nang cao nhan thic va dién tap
vé an toan thong tin theo quy dinh tai diém d Khoan 2 Diéu 20 Nghi dinh 85/2016/ND-CP;

b) Kiém tra, danh gia tuén tha d6i véi Pon vi chuyén trach vé an toan thong tin ciia ch quan hé
thdng thong tin theo quy dinh tai Diéu 21 Nghi dinh 85/2016/ND-CP, bao gdm cac ndi dung;
cong tac tham muu, t6 chirc thuc thi, don dbc, kiém tra, giam sat cong tac bao dam an toan thong
tin; cong tac tham dinh, phé duyét hodc cho ¥ kién vé mit chuyén mén d6i voi Ho so dé xuat cap
d6 theo thim quyén quy dinh;

c) Kiém tra, danh gia tuan tha d6i v&i Pon vi van hanh theo quy dinh tai biéu 22 Nghi dinh
85/2016/ND-CP;

d) Kiém tra, danh gia viéc td chirc thyc thi cac bién phap bao dam an toan thong tin theo phuong
an bao dam an toan thong tin dugc phé duyét.

2. Noi dung kiém tra, danh gia hiéu qua cua cac bién phap bao dam an toan théng tin theo
phuong an bao dam an toan thong tin dugc phé duyét, bao gom:

a) Kiém tra tinh ddy du va phu hop caa Quy ché bao dam an toan thong tin theo phuong an bao
dam an toan thong tin vé quan 1y duoc phé duyét;

b) Panh gia viéc tuan thu cac quy dinh, quy trinh trong Quy ché bao dam an toan thong tin trong
qua trinh van hanh, khai thac, két thic hodc huy bo hé thong thong tin;



¢) Panh gia viéc thiét ké hé thong theo phuong 4n bao dam an toan thong tin duoc phé duyét;

d) Panh gia viéc thiét 1ap, cau hinh hé thong theo phuong an bao dam an toan théng tin duoc phé
duyét;

d) Kiém tra viéc cdu hinh, tang cuong bao mat cho thiét bi hé théng, hé diéu hanh, ung dung, co
s¢ dit liéu va cac thanh phan khac lién quan trong hé thong theo hudng dan cua B§ Thong tin va

Truyén thong.

3. Noi dung kiém tra, danh gia phat hién mi doc, 16 hong, diém yéu, thir nghiém xam nhap hé
thong thong tin, bao gom:

a) DO quét, phat hién mi doc, 16 hong, diém yéu cua hé thong, thir nghiém tin cong xAm nhap
do1 voi cac thiét bi hé thong, hé di€u hanh, irng dung, co s¢ dit li¢u va cac thanh phan khac lién
quan trong hé thong;

b) Panh gia an toan ma ngudn d6i véi phin mém noi bo;

¢) Pua ra phuwong an va ké hoach xir 1y 16 hong, diém yéu va phuong an ciu hinh, ting cudng
bao mat doi voi cac ndi dung kiém tra dugc danh gia la chua dat.

Chuong V
CHE PQ BAO CAO
Pi¢u 13. Quy dinh chung vé ché 9 bio cio
1. Phuong thirc giri, nhan bdo céo:
a) Giri qua hé thong quan 1y vin ban va diéu hanh;
b) Gtri qua hé thong phdn mém bao cdo do B6 Thong tin va Truyén thong trién khai;
¢) Gui qua h¢ théng thu dién tu;
d) Cac phuong thirc khac theo quy dinh cta phap luat.
2. Tan suét thuc hién bao céo:
a) Binh ky hang nam;
b) Dot xuat theo dé nghi ciia co quan c6 tham quyén.
3. Thoi gian chét 6 lidu bao cao dinh ky hang nim:

Tinh tir ngay 15 thang 12 nim trudc ky bao cio dén ngay 14 thang 12 ciia ky béo cio.



4. Thoi han gtri bao cdo dbi véi bao cao dinh ky hang nam:

a) Pon vi chuyén trach vé an toan thong tin, don vi van hanh hé théng théng tin giri bao céo toi
cht quan h¢ thong thong tin trude ngay 20 thang 12 hang ndm;

b) Chii quan hé thong thong tin giri bao cao B Thong tin va Truyén thong trudc ngiy 25 thang
12 hang ndm.

Pi¢u 14. Noi dung bio cio

1. Thong tin chung vé& chu quan hé théng thong tin, don vi chuyén trach vé an toan thong tin, don
vi van hanh d6i véi tirng hé thong thong tin thudc pham vi quan ly, gom: tén chu quan h¢ thong
thong tin, don vi chuyén trach an toan thong tin, don vi van hanh; quy dinh chirc nang, nhi€ém vu
va quyén han; nguoi dai dién, chirc vy; dia chi; thong tin lién hé (bao gom s6 di¢n thoai, thu dién

).

2. Danh sach cac hé théng thong tin thuoc pham vi quan ly, gém: tén hé théng, don vi van hanh,
cap do dé xuat.

3. Danh sach hé théng thong tin dugc phé duyét HO so dé xuét cap do theo quy dinh.

4. Danh sach hé théng thong tin di trién khai ddy dii, méi trién khai mot phan hodc chua trién
khai cac bién phap bao vé dap ting cac yéu cau an toan theo phuong 4n bdo dam an toan thong
tin theo cap do da dugc phé duyét.

5. Danh sach hé thong thong tin ¢ Quy ché bao dam an toan thong tin theo quy dinh.

6. Danh sach h¢ thong thong tin tuan thi cic quy dinh, quy trinh trong Quy ché bao dam an toan
thong tin trong qua trinh van hanh, khai théc, ket thuc hodc hiy bo h¢ thong thong tin.

7. Danh sach hé thong thong tin duoc kiém tra, danh gia theo quy dinh.

8. Panh gia vé viéc trién khai cac bién phap bao dam an toan thong tin theo phuong an bao dam
an toan thong tin duoc phé duyét trong HO so dé xuét cip do theo tirng tiéu chi, yéu cau.

9. Thong tin Quyét dinh phe duyet Ho so dé xuét cap do, phuong 4 an bao dam an toan thong tin
dugc phé duyét trong Hb so dé xuét cip do theo ting tiéu chi, yéu cau (da dap tng ddy du/chua
dap tmg day du; ké hoach hodc 16 trinh hoan thién tiéu chi, yéu cau chua dap tng).

10. Théng tin Quyét dinh ban hanh va Quy ché bao dam an toan thong tin.

11. Cac thong tin khac theo yéu ciu ciia co quan c6 thim quyén.

Chuwong VI

TO CHUC THU'C HIEN



Diéu 15. Thoi diém phé duyét Ho so dé xuat cap do khi xdy dung méi hodic mé rong, ning
cap hé thong thong tin

Hb so dé xuat cAp d6 an toan thong tin khuyén khich duoc phé duyét trudce khi cip c6 tham
quyén phé duy¢t Bao cdo kinh té - k¥ thuat hodc thiét ké co s¢ thudc Bao cao nghién ctru kha thi
hodc K¢ hoach thué dich vu cong ngh¢ thong tin hoac Bé cuong va du toan chi tit turong tng.

Pic¢u 16. Pidu khoan chuyén tiép

1. B6i voi cac hé thong thong tin dang van hanh, khai thac, dd dugc phé duyét cap do tir trudc
ngay Théng tu nay c6 hiéu lyc: Chil quan hé thong thong tin tién hanh ra soat Ho so dé xuét cap
do va Phuong an dam bdo an toan thong tin da dugc phé duyét. Viéc ra soat, diéu chinh, phé
duyét lai Ho so dé xuét cip d6 va Phuong an bao dam an toan thong tin (néu can) phai hoan
thanh trudc thang 6 nam 2023.

2. Doi voi cac hé thong thong tin dang van hanh, khai thac nhung chua dugc phé duyét HO so dé
xuét cép do: thyc hién xay dung, thdm dinh, phé duyét Ho so dé xuét cép dd va trién khai
phuong 4n bao dam an toan thong tin theo phuong an duoc phé duyét trong Ho so dé xuat cip do
dap tng cac yéu ciu theo quy dinh tai Thong tu s6 03/2017/TT-BTTTT ngay 24/4/2017 cia Bo
Thong tin va Truyén thong Quy dinh chi tiét va hudng dan mot sé diéu ciia Nghi dinh sb
85/2016/ND-CP ngay 01/7/2016 ciia Chinh pha vé bao dam an toan hé thong thong tin theo cip
d6 va ddng bo véi quy dinh tai Thong tu nay, bao dam khi Thong tu nay c6 hiéu luc, khong phai
thyc hién lai quy trinh xay dung, thAm dinh, phé duyét H6 so dé xuit cap do.

Pi¢u 17. Hi¢u hre va trach nhi¢m thi hanh

1. Thong tu nay c6 hiéu lyc tir ngay 01 thang 10 nim 2022 va thay thé cho Thong tu s6
03/2017/TT-BTTTT ngay 24/4/2017 ctia B6 Thong tin va Truyén thong Quy dinh chi tiét va
huéng din mot sb didu caa Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phi vé bao
dam an toan hé théng thong tin theo cp do.

2. Trong qua trinh thuyc hién Thong tu nay, néu co vuong mic, cac co quan, don vi lién hé véi B
Thong tin va Truyén thong (Cuc An toan thong tin) dé phoi hop giai quyét./.

BO TRUONG
Noi nhdn:
- Thi twdng va cac Phé Thii twdng Chinh pha (dé b/c);
- Vén phong Trung uwong va cac Ban cua Dang;
- Vin phong Téng Bi thu;
- Vin phong Quéc héi;
- Van phong Chu tich nudc; = .
- Cac B9, co quan ngang B9, co quan thugc Chinh phu; Nguyen Mi.lllh Hung
- Tda 4n nhan dan tbi cao;
- Vién Kiém sat nhan dan tdi cao;
- Kiém todn Nha nuéc;
- C4c co quan Trung wong cta cac doan thé;
- UBND cac tinh, thanh phé truc thuge Trung uong;
- Cuc Kiém tra van ban QPPL (B6 Tu phap);



-S6 TTTT cac tinh, thanh phé tryc thudc Trung wong;
- Cong bao, Cong thdng tin dién tir Chinh phu;

-BO TTTT: B) truong va cac Thir trudng; cac co quan,
don vi thudéc Bo; Céng Thong tin dién tir;

- Luu: VT, CATTT (230).

PHU LUC I

YEU CAU CO BAN BAO PAM AN TOAN HE THONG THONG TIN BOI VOI HE THONG
THONG TIN CAP PO 1
(Ban hanh kém theo Théng ti s6 12/2022/TT-BTTTT ngay 12 théang 8 nam 2022 ciia Bé trudng
Bé Théng tin va Truyén thong)

I. YEU CAU QUAN LY
STT Yéu ciu TCVN 11930:2017
1.1 Thiét 1ap chinh sach an toan théng tin Muc 5.1.1
1.1.1 | Chinh sach an toan théng tin Muc 5.1.1.1
1.1.2 | Xay dung va cong bd Muc 5.1.1.2
1.1.3 | Ra soat, stra doi Muc 5.1.1.3
1.2 T6 chirc bao dam an toan thong tin Muc 5.1.2
1.2.1 | Pon vi chuyén trach vé an toan thong tin Muc 5.1.2.1
1.2.2 | Phi hop vé6i co quan/td chirc c6 thim quyén Muc 5.1.2.2
1.3 Bio dam ngudn nhin lre Muc 5.1.3
1.3.1 | Tuyén dung Muc 5.1.3.1
1.3.2 | Trong qua trinh lam viéc Muc 5.1.3.2
1.3.3 | Chadm dut hodc thay doi cong vi¢c Muc 5.1.3.3
1.4 | Quan Iy thiét ké, xay dwng hé théng Muc 5.1.4
1.4.1 | Thiét ké an toan h¢ thong thong tin Muc 5.1.4.1
1.4.2 | Tht nghiém va nghiém thu hé théng Muc 5.1.4.2
1.5 | Quanly van hanh hé thong Muc 5.1.5
1.5.1 | Quan ly an toan mang Muc 5.1.5.1
1.5.2 | Quan ly an toan may chu va iing dung Muc 5.1.5.2
1.5.3 | Quan ly an toan dir liéu Muc 5.1.5.3
1.6 Phuong an Quan ly rii ro an toan thong tin
1.7 | Phuwong 4n Két thiic van hanh, khai thic, thanh 1y, hity bo




II. YEU CAU KY THUAT

1. Yéu céu vé thiét ké hé thong

a) Thiét ké cac ving mang trong hé théng theo chuc ning, cac ving mang tdi thiéu bao gom:
1. Vung mang noi bg;

1i. Vung mang bién;

iii. Vung DMZ.,

b) C6 phuong an thiét ké bao dam cac yéu cau sau:

i. C6 phuong an quan 1y truy cip, quéan tri hé thong tir xa an toan sir dung mang riéng do hoic
phuong an tuong duong;

ii. C6 phuong an quan ly truy cép gitra cac ving mang va phong chéng xdm nhap, str dung san
pham Tuong Itra ¢6 tich hop chirc nang phong, chong xam nhap hodc phuong an tuong duong;

iii. C6 phuong an phong chéng ma doc cho may chi va may tram sir dung san pham Phong
chong ma doc hoac phuong an twrong duong.

2. Yéu cau vé thiét 1ap, cAu hinh hé thong

STT Yéu chu TCVN 11930:2017
1.1 Bdo diam an toan mang Muc 5.2.1
1.1.1 | Kiém soét truy cap tir bén ngoai mang Muc 5.2.1.2
1.1.2 | Nhat ki hé théng Muc 5.2.1.3
1.1.3 | Phong chéng xAm nhap Muc 5.2.1.4
1.1.4 | Bao vé thiét bj hé thong Muc 5.2.1.5
1.2 Bdo dam an toan may chu Muc 5.2.2
1.2.1 | Xéac thuc Muc 5.2.2.1
1.2.2 | Kiém soat truy cap Muc 5.2.2.2
1.2.3 | Nhat ky hé thong Muc 5.2.2.3
1.2.4 | Phong chéng xAm nhap Muc 5.2.2.4
1.2.5 | Phong chéng phﬁn mém doc hai Muc 5.2.2.5
1.3 Bdo diam an toan rng dung Muc 5.2.3
1.3.1 | Xac thuc Muc 5.2.3.1




1.3.2 | Kiém soét truy cap Muc 5.2.3.2
1.3.3 | Nhatki h¢ thong Muc 5.2.3.3
1.4 Bdo ddm an toan dir li¢u Muc 5.2.4
1.4.1 | Sao luu du phong Muc 5.2.4.1

PHU LUC II

YEU CAU CO BAN BAO PAM AN TOAN HE THONG THONG TIN BOI VOI HE THONG
THONG TIN CAP PO 2
(Ban hanh kém theo Théng t s6 12/2022/TT-BTTTT ngay 12 théng 8 nam 2022 ciia Bé trudng
Bé Théng tin va Truyén thong)

I. YEU CAU QUAN LY

STT Yéu chu TCVN 11930:2017
1.1 | Thiét 1ap chinh sach an toan thong tin Muc 6.1.1
1.1.1 | Chinh sach an toan thong tin Muc 6.1.1.1
1.1.2 | Xay dung va cong bd Muc 6.1.1.2
1.1.3 | Ra soat, sira doi Muc 6.1.1.3
1.2 T6 chirc bio dim an toan thong tin Muc 6.1.2
1.2.1 | Pon vi chuyén trach vé an toan thong tin Muc 6.1.2.1
1.2.2 | Phéi hop véi co quan/td chirc ¢6 thim quyén Muc 6.1.2.2
1.3 Bio dim ngudn nhan lre Muc 6.1.3
1.3.1 | Tuyén dung Muc 6.1.3.1
1.3.2 | Trong qua trinh lam viéc Muc 6.1.3.2
1.3.3 | Cham diit hodc thay d6i cong viéc Muc 6.1.3.3
1.4 Quan 1y thiét ké, xay dwng hé thong Muc 6.1.4
1.4.1 | Thiét ké an toan hé thong thong tin Muc 6.1.4.1
1.4.2 | Phat trién phan mém thué khoan Muc 6.1.4.2
1.4.3 | Thir nghiém va nghiém thu hé thong Muc 6.1.4.3
1.5 | Quan Iy van hanh hé thong Muc 6.1.5
1.5.1 | Quan ly an toan mang Muc 6.1.5.1
1.5.2 | Quan ly an toan may chu va rng dung Muc 6.1.5.2




1.5.3 | Quan ly an toan dir li¢u Muc 6.1.5.3

1.5.4 | Quan Iy su cd an toan thong tin Muc 6.1.5.4

1.5.5 | Quan Iy an toan nguoi sir dung dau cudi Muc 6.1.5.5

1.6 | Phwong an Quan ly rii ro an toan thong tin

1.7 Phwong an Két thic van hanh, khai thac, thanh ly, hiy bé

II. YEU CAU KY THUAT

1. Yéu céu vé thiét ké hé thong

a) Thiét ké cac ving mang trong hé théng theo chirc ning, cdc ving mang t6i thiéu bao gom:
1. Vung mang ngi bg;

ii. Vung mang bién;

iii. Vung DMZ;

iv. Vung may chu ndi bg;

v. Viing mang khong ddy (néu c6) tach riéng, doc 1ap vdi cac viing mang khac.

b) C6 phuong an thiét ké bao dam cac yéu cau sau:

i. Co phuong 4n quan 1y truy cip, quan tri hé thong tir xa an toan sir dung mang riéng ao hoic
phuong an tuong duong;

ii. Co phuong an quan ly truy cép gilta cac ving mang va phong chéng xAm nhap, st dung san
pham Tuong lira ¢6 tich hop chirc ning phong, chdng xdm nhap hodc phuong an twong dwong;

iii. Co phuwong an phong chéng ma doc cho may chi va may tram sir dung san pham Phong
chong ma doc hodc phuong an tuong duong;

iv. C6 phuong an phong chéng tAn cong mang cho tmg dung web; sir dung san phim Tuong lira
ung dung web doi vdi hé thong thong tin theo quy dinh tai khoan 2 Biéu 8 Nghi dinh
85/2016/ND-CP;

v. C6 phuong an bao dam an toan thong tin cho hé thong thu dién tr ddi v6i hé thong thu dién
t;

vi. C6 phuong an dy phong cho céc thiét bi mang chinh, bao gém thiét bi chuyén mach trung tam
hodc twong duong, thiét bi tuong lra trung tam.

2. Yéu ciu vé thiét 1ap, cAu hinh hé thong




STT Yéu ciu TCVN 11930:2017
1.1 Bdo diam an toan mang Muc 6.2.1
1.1.1 | Kiém soét truy cap tir bén ngoai mang Muc 6.2.1.2
1.1.2 | Kiém soét truy cap tir bén trong mang Muc 6.2.1.3
1.1.3 | Nhatki hé thong Muc 6.2.1.4
1.1.4 | Phong chong xAm nhap Muc 6.2.1.5
1.1.5 | Bao vé thiét bj hé thong Muc 6.2.1.6
1.2 Bdo dam an toan may chu Muc 6.2.2
1.2.1 | Xac thuc Muc 6.2.2.1
1.2.2 | Kiém soét truy cap Muc 6.2.2.2
1.2.3 | Nhat ky hé thong Muc 6.2.2.3
1.2.4 | Phong chdng xAm nhap Muc 6.2.2.4
1.2.5 | Phong chong phin mém doc hai Muc 6.2.2.5
1.2.6 | X Iy may chi khi chuyén giao Muc 6.2.2.6
1.3 Bdo dam an toan irng dung Muc 6.2.3
1.3.1 | Xéc thuc Muc 6.2.3.1
1.3.2 | Kiém soét truy cap Muc 6.2.3.2
1.3.3 | Nhatki hé thong Muc 6.2.3.3
1.3.4 | Antoan rng dung va mi ngudn Muc 6.2.3.4
1.4 Bdo ddm an toan dir li¢u Muc 6.2.4
1.4.1 | Bao mat dir liéu Muc 6.2.4.1
1.4.2 | Sao luu du phong Muc 6.2.4.2

PHU LUC III

YEU CAU CO BAN BAO BAM AN TOAN HE THONG THONG TIN BOI VOI HE THONG
THONG TIN CAP PO 3
(Ban hanh kém theo Thong tiwsé  12022/TT-BTTTT ngady thang ndm 2022 ciia Bé trudng Bo
Théng tin va Truyén thong)

I. YEU CAU QUAN LY

STT Yéu ciu TCVN 11930:2017




1.1 Thiét 1ap chinh sach an toan théng tin Muc 7.1.1
1.1.1 | Chinh sach an toan thong tin Muc 7.1.1.1
1.1.2 | Xay dung va cong bd Muc 7.1.1.2
1.1.3 | Ra soat, stra doi Muc7.1.1.3

1.2 T6 chirc bao dam an toan thong tin Muc 7.1.2
1.2.1 | Pon vi chuyén trach vé an toan thong tin Muc 7.1.2.1
1.2.2 | Phdi hop véi co quan/to chirc c6 thim quyén Muyc 7.1.2.2

1.3 Bio dim ngudn nhan lre Muc 7.1.3
1.3.1 | Tuyén dung Muc 7.1.3.1
1.3.2 | Trong qué trinh lam viéc Muc 7.1.3.2
1.3.3 | Cham dut hodc thay doi cong vi¢c Muc 7.1.3.3

1.4 | Quan Iy thiét ké, xAy dung hé thong Muc 7.1.4
1.4.1 | Thiét ké an toan h¢ thong thong tin Muc 7.1.4.1
1.4.2 | Phat trién phan mém thué khoan Muc 7.1.4.2
1.4.3 | Thir nghiém va nghiém thu hé thong Muc 7.1.4.3

1.5 | Quén Iy vain hanh h¢ thong Muc 7.1.5
1.5.1 | Quan ly an toan mang Muc 7.1.5.1
1.5.2 | Quan ly an toan may chu va iing dung Muc 7.1.5.2
1.5.3 | Quan ly an toan dir liéu Muc 7.1.5.3
1.5.4 | Quan Iy an toan thiét bi dau cudi Muc 7.1.5.4
1.5.5 | Quan ly phong chéng phin mém doc hai Muc 7.1.5.5
1.5.6 | Quan Iy giam sat an toan hé théng thong tin Muc 7.1.5.6
1.5.7 | Quan Iy diém yéu an toan thong tin Muc 7.1.5.7
1.5.8 | Quan Iy su cb an toan thong tin Muc 7.1.5.8
1.5.9 | Quan ly an toan ngudi sir dung dau cubi Muc 7.1.5.9

1.6 Phwong an Quan ly rii ro an toan thong tin

1.7 Phwong an Két thic van hanh, khai thac, thanh 1y, hily bé

II. YEU CAU KY THUAT
1. Yéu céu vé thiét ké hé thong

a) Thiét ké cac viing mang trong hé thong theo chirc ning, cac viing mang tdi thiéu bao gom:




1. Vung mang noi bg;

ii. Vung mang bién;

iii. Vung DMZ;

iv. Vung may chu ndi bg;

v. Viing mang khong day (néu c6) tach riéng, doc 1ap voi cac viing mang khac;
vi. Vung mang may chu co so dit lidu;

vii. Vung quan tri.

b) C6 phuong an thiét ké bao dam cic yéu cau sau:

i. C6 phuong 4n quan 1y truy cip, quan tri hé thong tir xa an toan str dung mang riéng 4o hoac
phuong an trong dwong; sir dung san phim Mang riéng 4o ddi véi hé thong thong tin co xu ly
thong tin bi mat nha nudc hoac hé¢ thong thong tin quy dinh tai diém ¢ khoan 2 Diéu 9 Nghi dinh
85/2016/ND-CP;

ii. C6 phuong an quan ly truy cép gitra cac ving mang va phong chdng xam nhdp sir dung san
pham Tudng ltra ¢ tich hgp chirc nang phong, chong xam nhap hoac san pham Phong, chong
xam nhap 16p mang;

iii. C6 phuong an can bang tai, du phong néng cho cac thiét bi mang chinh, tdi thiéu bao gom
thict bi chuyén mach trung tdm hodc twrong duong, thiét bi twong lira trung tadm, tuong ltra tng
dung web, h¢ thong luu trir tdp trung, tuong lra co s¢ dit liéu (néu co);

iv. Co phuong an bao dam an toan cho may chu co s6 dir lidu; s dung san pham Tuong lra co
so dir liéu doi voi hé thong co so dir lidu tap trung, dap tng ti€u chi quy dinh tai khodn 3 Diéu 9
Nghi dinh 85/2016/ND-CP;

v. C6 phuong an chin loc phan mém ddc hai trén moi trudng mang sir dung Tudng lira tich hop
churc ndng phong, chong ma ddc trén moi truong mang hodc phuwong an twong duong;

vi. C6 phuong an phong chong tAn cong tir chdi dich vy; sir dung dich vu ciia doanh nghiép hodc
san pham Phong, chong tan cong tir chdi dich vu ddi véi cac hé théng Trung tim du’ li¢u, dién
toan ddm may, hé thong Dinh danh, xac thuc di¢n tir, chung thuc dién tir, chir ky sb va hé thong
Két ndi tich hop, chia sé dir liéu, dap ing tiéu chi quy dinh tai khoan 3 Diéu 9 Nghi dinh
85/2016/ND-CP;

vii. C6 phuong an phong chong tan cong mang cho ng dung web; sir dung san pham Tudng lira
mg dung web d6i véi cac hé thdng thong tin dugce quy dinh tai khoan 2, Piéu 9 Nghi dinh
85/2016/ND-CP;



viii. Co phuong an bao dam an toan thong tin cho hé thong thu dién tir; sir dyung san phiam Bao
dam an toan thong tin cho hé thong thu dién tir d61 vo1 hé thong Thu dién tir, dap ung ti€u chi
quy dinh tai khoan 2 Pi€u 9 Nghi dinh 85/2016/ND-CP;

ix. C6 phuong an quan ly truy cap 16p mang; stir dung san pham Quan Iy truy cap 16p mang d6i
v&i h¢ thong Mang ndi bo, Trung tdm gidm sat diéu hanh an toan thong tin mang, dap ting tiéu
chi quy dinh tai khoan 3 Diéu 9 Nghi dinh 85/2016/ND-CP;

x. C6 phuong 4n giam sat hé thong thong tin tip trung;

xi. C6 phwong 4n giam sat an toan hé thong thong tin tap trung sir dung san pham Quan 1y va
phan tich su kién an toan thong tin hodc san pham tuong duong;

xii. C6 phuong an quan ly sao luu du phong tap trung sir dung hé thong luu trit tip trung va san
pham quén 1y luu tr&r tap trung;

xiii. C6 phuong an quan ly phan mém phong chéng mi ddc trén may chi/may tinh nguoi dung,
str dung san pham Phong, chong mé doc va/hodc san phim Phat hién va phan trng su ¢ an toan
thong tin trén thiét bi dau cudi, cé chirc ning quan Iy tap trung;

xiv. C6 phuong an phong, chbng that thoat dit liéu; str dung san pham Phong, chdng that thoat dir
liéu doi véi hé thong thong tin c6 xir 1y thong tin bi mat nha nudc hodc hé thong thong tin quy
dinh tai diém c khoan 2 Diéu 9 Nghi dinh 85/2016/NDb-CP;

xv. C6 phuong an du phong két ndi mang Internet cho cdc may chu dich vu;

xvi. C6 phuong 4n bao dam an toan cho mang khong day (néu co).

2. Yéu cau vé thiét 1ap, ciu hinh hé thong

STT Yéu ciu TCVN 11930:2017
1.1 Bdo dam an toan mang Muc 7.2.1
1.1.1 | Kiém soét truy cap tir bén ngoai mang Muc 7.2.1.2
1.1.2 | Kiém soét truy cap tir bén trong mang Muc 7.2.1.3
1.1.3 | Nhat ki hé théng Muc 7.2.1.4
1.1.4 | Phong chdng xAm nhap Muc 7.2.1.5
1.1.5 | Phong chong phian mém doc hai trén méi trudng mang Muc 7.2.1.6
1.1.6 | Bao vé thiét bj hé thong Muc 7.2.1.7
1.2 Bdo dam an toan may chu Muc 7.2.2
1.2.1 | Xéc thuc Muc 7.2.2.1
1.2.2 | Kiém soét truy cap Muc 7.2.2.2




1.2.3 | Nhat ky hé thong Muc 7.2.2.3
1.2.4 | Phong chéng xAm nhap Muc 7.2.2.4
1.2.5 | Phong chong phan mém doc hai Muyc 7.2.2.5
1.2.6 | Xir Iy may chu khi chuyén giao Muc 7.2.2.6
1.3 Bdo diam an toan rng dung Muc 7.2.3
1.3.1 | Xac thuc Muc 7.2.3.1
1.3.2 | Kiém soét truy cap Muc 7.2.3.2
1.3.3 | Nhat ki hé théng Muc 7.2.3.3
1.3.4 | Bao mat thong tin lién lac Muc 7.2.3.4
1.3.5 | Chéng chéi bo Muc 7.2.3.5
1.3.6 | Antoan tng dung va mi ngudn Muc 7.2.3.6
1.4 Bdo dam an toan dir li¢u Muc 7.2.4
1.4.1 | Nguyén ven dir liu Muc 7.2.4.1
1.4.2 | Bao mat dir li¢u Muc 7.2.4.2
1.4.3 | Sao luu du phong Muc 7.2.4.3

YEU CAU CO BAN BAO PAM AN TOAN HE THONG THONG TIN BOI VOI HE THONG

(Ban hanh kém theo Théng tiwsé  12022/TT-BTTTT ngdy thang ndm 2022 ciia BY truéng Bé

PHU LUC IV

THONG TIN CAP PO 4

Théng tin va Truyén thong)

I. YEU CAU QUAN LY

STT Yéu ciu TCVN 11930:2017
1.1 Thiét 1ap chinh sach an toan théng tin Muc 8.1.1

1.1.1 | Chinh sach an toan théng tin Muc 8.1.1.1

1.1.2 | Xay dung va cong bd Muc 8.1.1.2

1.1.3 | Ra soat, stra doi Muyc 8.1.1.3
1.2 T6 chirc bao dam an toan thong tin Muc 8.1.2

1.2.1 | Pon vi chuyén trach vé an toan thong tin Muc 8.1.2.1

1.2.2 | Phéi hop véi co quan/td chirc c6 thaim quyén Muc 8.1.2.2




1.3 Bio dam nguon nhan lwe Muc 8.1.3
1.3.1 | Tuyén dung Muc 8.1.3.1
1.3.2 | Trong qua trinh lam viéc Muc 8.1.3.2
1.3.3 | Cham dirt hodc thay d6i cong viéc Muc 8.1.3.3

1.4 | Quan Iy thiét ké, xdy dung hé thong Muc 8.1.4
1.4.1 | Thiét ké an toan h¢ thong thong tin Muc 8.1.4.1
1.4.2 | Phat trién phan mém thué khoan Muc 8.1.4.2
1.4.3 | Tht nghi¢ém va nghiém thu hé théng Muc 8.1.4.3

1.5 | Quan Iy van hanh h¢ thong Muc 8.1.5
1.5.1 | Quan ly an toan mang Muc 8.1.5.1
1.5.2 | Quan ly an toan may chu va ung dung Muc 8.1.5.2
1.5.3 | Quan ly an toan dir licu Muc 8.1.5.3
1.5.4 | Quan Iy an toan thiét bi dau cudi Muc 8.1.5.4
1.5.5 | Quan Iy phong chéng phan mém doc hai Muc 8.1.5.5
1.5.6 | Quan Iy giam sat an toan hé thong thong tin Muc 8.1.5.6
1.5.7 | Quan Iy diém yéu an toan thong tin Muc 8.1.5.7
1.5.8 | Quanly su c¢d an toan thong tin Muc 8.1.5.8
1.5.9 | Quan Iy an toan ngudi st dung dau cudi Muc 8.1.5.9

1.6 Phuong an Quan ly rii ro an toan thong tin

1.7 | Phuwong 4n Két thiic van hanh, khai thac, thanh 1y, hity bo

IL. YEU CAU KY THUAT

1. Yéu céu vé thiét ké hé thong

a) Thiét ké cac ving mang trong hé thng theo chirc ning, cac ving mang toi thiéu bao gdm:

1. Vung mang noi bg;

ii. Vung mang bién;

iii. Vung DMZ;

iv. Vung may chui ndi bg;

v. Viing mang khong day (néu c6) tach riéng, doc 1ap voi cac viing mang khac;




vi. Vung mang may chu co s¢ dir li¢u;

vii. Vung quan tri;

viii. Viing quan tri thiét bi hé thong.

b) C6 phuong an thiét ké bao dam céc yéu cau sau:

i. C6 phuong 4n quan 1y truy cip, quén tri hé thong tir xa an toan sir dung mang riéng do hodc
phuong 4n twong duong; sir dung san pham Mang riéng 4o d6i v6i hé thong thong tin co xir 1y
théng tin bi mat nha nudc;

ii. C6 phuong an quan ly truy cap giira cac vung mang va phong chéng xam nhap sir dung san
pham Tuong lira ¢6 tich hop chirc ning phong, chong xAm nhép hodc san pham Phong, chong
xam nhdp 16p mang;

iii. C6 phuong an can bang tai, du phong nong cho céc thiét bi mang chinh, téi thiéu bao gom
thiét bi chuyén mach trung tdm hoac tuong duong, thiét bi tuong lra trung tam, tuong ltra trng
dung web, h¢ thong luu trir tdp trung, tuong ltra co sé dir liéu (néu co);

iv. C6 phuong an bao dam an toan cho may chu co s¢ dir lidu; s dung san pham Tuong lia co
so dir liéu doi voi hé thong Co so dir liéu dung chung dép ting ti€u chi quy dinh tai khoan 3 DPicu
10 Nghi dinh 85/2016/ND-CP;

v. Co phuong an chan loc phﬁn mém doc hai trén méi truong mang st dung San phém Tuong
Itra tich hop chirc nang phong, chong ma dgc trén moi trudong mang hodc phuong an tuong
duong;

vi. C6 phuong an phong chong tin cong tir chdi dich vy; sir dung dich vu ciia doanh nghiép hodc
san pham Phong, chéng tin cong tir chdi dich vu d6i v6i cac hé thong thong tin duoc quy dinh tai
khoan 2 Piéu 10 Nghi dinh 85/2016/ND-CP hoac H¢ thong Trung tam dir li¢u, dién toan dam
may, Dinh danh, xac thyc dién tir, chung thyuc di¢n tir, chir ky s6, Két ndi tich hop, chia s¢ dir
lidu dap tmg tiéu chi quy dinh tai khoan 3 Piéu 10 Nghi dinh 85/2016/ND-CP;

vii. C6 phuong an phong chong tan cong mang cho rng dung web; sir dung san pham Tudng lira
g dung web ddi véi cac hé théng thong tin duoc quy dinh tai khoan 2 Piéu 10 Nghi dinh
85/2016/ND-CP hoac Hé thong Trung tam dir liéu, di¢n toan dam may, Pinh danh, xac thuc dién
tu, chung thyc dién tir, chir ky s6, Két ndi tich hop, chia sé dir liéu dap ung tiéu chi quy dinh tai
khoan 3 Piéu 10 Nghi dinh 85/2016/ND-CP;

viii. Cé phuong an bao dam an toan thong tin cho hé thdng thu dién tir; sir dung san phdm Bao
dam an toan thong tin cho h¢ thong thu dién tir;

ix. Co phuong an quan 1y truy cép 16p mang; sir dung san pham Quan 1y truy cap 16p mang d6i
v6i h¢ thong Mang ndi bg, Trung tam gidm sat diu hanh an toan thong tin mang, dap trng tiéu
chi quy dinh tai khoan 3 Diéu 10 Nghi dinh 85/2016/ND-CP;



x. C6 phuong an giam sat hé thong thong tin tap trung sir dung san pham Giam sat hé thong
thong tin tap trung;

xi. C6 phuong an giam sat an toan hé thong thong tin tap trung str dung san phim Quan 1y va
phén tich sy kién an toan thong tin hoac san pham tuong duong;

xii. C6 phuong an quan 1y sao luu dy phong tap trung sir dung hé thong luu tri tap trung va san
pham quan ly luu trir tp trung;

xiii. C6 phuong an quéan ly phan mém phong chéng mi doc trén may chi/may tinh nguoi dung,
str dung san pham Phong, chong ma doc va/hodc san pham Phat hién va phan ng su ¢d an toan
thong tin trén thiét bi dau cudi, cé chirc ning quan Iy tap trung;

xiv. C6 phuong an phong, chéng tht thoat dir liéu; str dung san pham Phong, chéng that thoat dir
liéu d6i voi he thong thong tin co xur 1y thong tin bi mat nha nudc hodc hé thong Co so dir liéu
dung chung dap trng ti€u chi quy dinh tai khoan 3 Diéu 10 Nghi dinh 85/2016/ND-CP;

xv. C6 phuong an du phong két ndi mang Internet cho cac may cha dich vy;

xvi. C6 phuong 4n bao dam an toan cho mang khong day (néu co);

xvii. C6 phuong an quan 1y tai khoan dic quyén, sir dung san pham Quan 1y tai khoan dic quyén.

2. Yéu cau vé thiét 1ap, cAu hinh hé thong

STT Yéu ciu TCVN 11930:2017
1.1 Bdo didm an toan mang Muc 8.2.1
1.1.1 | Kiém soat truy cdp tir bén ngoai mang Muc 8.2.1.2
1.1.2 | Kiém soat truy cap tir bén trong mang Muc 8.2.1.3
1.1.3 | Nhat ki hé théng Muc 8.2.1.4
1.1.4 | Phong chéng xAm nhap Muc 8.2.1.5
1.1.5 | Phong chdng phin mém ddc hai trén méi trudng mang Muc 8.2.1.6
1.1.6 | Bao vé thiét bi hé thong Muc 8.2.1.7
1.2 Bdo dam an toan may chua Muc 8.2.2
1.2.1 | Xac thuc Muc 8.2.2.1
1.2.2 | Kiém soat truy cap Muc 8.2.2.2
1.2.3 | Nhat ky hé thong Muc 8.2.2.3
1.2.4 | Phong chong xdm nhap Muc 8.2.2.4
1.2.5 | Phong chong phan mém doc hai Muc 8.2.2.5




1.2.6 | Xir Iy may chu khi chuyén giao Muc 8.2.2.6
1.3 Bdo dam an toan wng dung Muc 8.2.3
1.3.1 | Xac thuc Muc 8.2.3.1
1.3.2 | Kiém soat truy cap Muc 8.2.3.2
1.3.3 | Nhat ki hé thong Muc 8.2.3.3
1.3.4 | Bao mat thong tin lién lac Muc 8.2.3.4
1.3.5 | Chong chdi bo Muc 8.2.3.5
1.3.6 | Antoan tng dung va mi ngudn Muc 8.2.3.6
1.4 | Bdo ddam an toan dir li€u Muc 8.2.4
1.4.1 | Nguyén ven dir liéu Muc 8.2.4.1
1.4.2 | Bao mat dit liéu Muc 8.2.4.2
1.4.3 | Sao luu dy phong Muc 8.2.4.3

YEU CAU CO BAN BAO PAM AN TOAN HE THONG THONG TIN POI VOI HE THONG

(Ban hanh kém theo Théng ti s6 12/2022/TT-BTTTT ngay 12 théang 8 nam 2022 ciia Bé trudng

PHULUC V

THONG TIN CAP PO 5

Bé Théng tin va Truyén thong)

I. YEU CAU QUAN LY

STT Yéu chu TCVN 11930:2017
1.1 Thiét 1ap chinh sach an toan thong tin Muc 9.1.1
1.1.1 | Chinh s&ch an toan thong tin Muc9.1.1.1
1.1.2 | Xay dung va cong bd Muc 9.1.1.2
1.1.3 | Ra soat, sira doi Muc 9.1.1.3
1.2 T6 chirc bao dam an toan thong tin Muc 9.1.2
1.2.1 | Pon vi chuyén trach vé an toan thong tin Muc 9.1.2.1
1.2.2 | Phéi hop véi co quan/td chirc co tham quyén Muc 9.1.2.2
1.3 | Bio dam ngudn nhin luc Muc 9.1.3
1.3.1 | Tuyén dung Muc 9.1.3.1
1.3.2 | Trong qua trinh lam viéc Muc 9.1.3.2




1.3.3 | Chim dit hodc thay d6i cong viéc Muc 9.1.3.3
1.4 | Quan Iy thiét ké, xy dwng hé thong Muc 9.1.4
1.4.1 | Thiét ké an toan h¢ thong thong tin Muc 9.1.4.1
1.4.2 | Phat trién phan mém thué khoan Muc 9.1.4.2
1.4.3 | Thir nghiém va nghiém thu hé thong Muc 9.1.4.3
1.5 | Quan Iy van hanh h¢ théng Muc 9.1.5
1.5.1 | Quan ly an toan mang Muc 9.1.5.1
1.5.2 | Quan ly an toan may chu va ung dung Muc 9.1.5.2
1.5.3 | Quan ly an toan dir liéu Muc 9.1.5.3
1.5.4 | Quan ly an toan thiét bi dau cudi Muc9.1.5.4
1.5.5 | Quan ly phong chéng phin mém doc hai Muc9.1.5.5
1.5.6 | Quan Iy giam sat an toan hé théng thong tin Muc 9.1.5.6
1.5.7 | Quan Iy diém yéu an toan thong tin Muc 9.1.5.7
1.5.8 | Quan Iy sy cb an toan thong tin Muc 9.1.5.8
1.5.9 | Quan Iy an toan ngudi st dung dau cudi Muc 9.1.5.9

1.6 Phwong 4an Quén ly rii ro an toan thong tin
1.7 Phwong an Két thic van hanh, khai thac, thanh ly, hiy bé

II. YEU CAU KY THUAT

1. Yéu céu vé thiét ké hé thong

a) Thiét ké cac ving mang trong hé thong theo chirc ning, cac ving mang t6i thiéu bao gom:
1. Vung mang ngi bg;

il. Vung mang bién;

iii. Vung DMZ;

iv. Vung may chu ndi bg;

v. Ving mang khong day (néu c6) tach riéng, doc 1ap voi cac ving mang khéc;

vi. Ving mang may chu co s& dir lidu;

vii. Vung quan tri;




viii. Viing quan tri thiét bi h¢ thong.

b) C6 phuong an thiét ké bao dam cac yéu cau sau:

i. Co phuong 4n quan 1y truy cip, quan tri hé thong tir xa an toan str dung san phim Mang riéng
40;

ii. C6 phuwong an quan Iy truy cap giita cac viing mang va phong chéng xam nhép, sir dung san
pham Phong, chong xam nhdp 16p mang;

iii. C6 phwong an cin bang tai, du phong néng cho cac thiét bi mang;

iv. C6 phuong an bao dam an toan cho may chu co so dir liéu; sir dung san pham Tuong lira co
so dir li€u doi voi hé thong thong tin dugce quy dinh tai khodn 2 Diéu 11 Nghi dinh 85/2016/ND-
CP;

v. C6 phuwong an chin loc phan mém doc hai trén méi truong mang st dung san pham Tudng lta
tich hop churc nang phong, chong ma doc trén mdi truong mang hodc phuong an twrong duong;

vi. Co phu’(mg an phong chong tan cong tir chdi dich vu; sir dung dich vu ctiia doanh nghiép hoic
san pham Phong, chong tan cong tir chdi dich vu d6i véi cac hé théng thong tin dugc quy dinh tai
khoan 2, khoan 3 Piéu 11 Nghi dinh 85/2016/ND-CP;

vii. Co phuong an phong chf)ng tan cong mang cho ung dung web; sir dung san pham Tuong lira
ung dung web doi véi hé thong thong tin theo quy dinh tai khodn 2 Piéu 11 Nghi dinh
85/2016/ND-CP;

viii. C6 phuong 4n bao dam an toan thong tin cho hé théng thu dién tir, sir dung sin pham Bao
dam an toan thong tin cho hé thong thu dién tur;

ix. C6 phuong an quan 1y truy cap 16p mang, sir dung san phdm Quan 1y truy cép 16p mang;

x. C6 phuong an gidm sat hé thong thong tin tip trung str dung san phim Giam sat hé thong
thong tin tap trung;

xi. C6 phuong 4n giam sat an toan hé thong thong tin tip trung sir dung san pham Quan Iy va
phan tich su ki¢n an toan thong tin hoac san pham twong duong;

xii. C6 phuong an quan ly sao luu du phong tap trung sir dung hé thong luu trix tip trung va san
pham quan ly luu trir tp trung;

xiii. Co phuong an quan Iy phan mém phong chéng mi doc trén may chi/may tinh nguoi ding,
str dung san pham Phong, chong mé doc va/hodc san pham Phat hién va phan trng su ¢ an toan
thong tin trén thiét bi dau cudi, cé chirc ning quan Iy tap trung;



Xiv. C6 phuong an phong, chdng that thodt dir liéu; sir dung san pham Phong, chdng thit thoat dir
liéu d6i voi he¢ thong thong tin cd xir 1y thong tin bi mat nha nudc hodc hé thong thong tin quy
dinh tai khoan 2 Diéu 11 Nghi dinh 85/2016/ND-CP;

xv. Co phuong an du phong két ndi mang Internet cho cac may chu dich vu;

xvi. C6 phuong an bao ¢am an toan cho mang khong day (néu co);

xvii. C6 phuwong an quan 1y tai khoan dic quyén, sir dung san pham Quan 1y tai khoan dic quyén;
xviii. Co phuong an du phong hé théng o vi tri dia Iy khac nhau, cach nhau ti thiéu 30 km;

xix. C6 phuong an dy phong cho két ndi mang giita cac hé thong chinh va dy phong.

2. Yéu ciu vé thiét 1ap, cAu hinh hé thong

STT Yéu ciu TCVN 11930:2017
1.1 Bdo diam an toan mang Muc 9.2.1
1.1.1 | Kiém soat truy cap tir bén ngoai mang Muc 9.2.1.2
1.1.2 | Kiém soat truy cap tr bén trong mang Muc9.2.1.3
1.1.3 | Nhat ki hé thong Muc 9.2.1.4
1.1.4 | Phong chdng xdm nhap Muc 9.2.1.5
1.1.5 | Phong chong phan mém doc hai trén moi truong mang Muc 9.2.1.6
1.1.6 | Bao vé thiét bi hé thong Muc 9.2.1.7
1.2 | Bdo ddm an toan may chi Muc 9.2.2
1.2.1 | Xacthyuc Muc 9.2.2.1
1.2.2 | Kiém soat truy cap Muc 9.2.2.2
1.2.3 | Nhat ky hé théng Muc 9.2.2.3
1.2.4 | Phong chéng xAm nhap Muc9.2.2.4
1.2.5 | Phong chdng phin mém doc hai Muc9.2.2.5
1.2.6 | Xt Iy may cha khi chuyén giao Muc 9.2.2.6
1.3 Bdo dam an toan irng dung Muc 9.2.3
1.3.1 | Xac thuc Muc 9.2.3.1
1.3.2 | Kiém soat truy cap Muc 9.2.3.2
1.3.3 | Nhat ki hé thong Muc 9.2.3.3
1.3.4 | Bao mat thong tin lién lac Muc9.2.3.4




1.3.5 | Chéng chdi bo Muc 9.2.3.5
1.3.6 | Antoan rng dung va mi ngudn Muc 9.2.3.6
1.4 | Bdo ddm an toan dir li¢u Muc 9.2.4
1.4.1 | Nguyén ven dir liu Muc 9.2.4.1
1.4.2 | Bao mat dit liéu Muc 9.2.4.2
1.4.3 | Sao luu dy phong Muc 9.2.4.3




